8 Executive Intelligence Security Services

Discovering Your Risk from an Adversarial Perspective




Provide the kind of security intelligence that enhances protection for executives.

Provide the capability to understand relevant targets from an adversary
perspective, paired with valuations of critical digital-cyber and physical risk
vectors.

. Proactively identify potential security threats and vulnerabilities, discover
emerging threats, and prioritize risk through valuation. Clients can better protect
themselves and their organizations.




The Threat Environment

Executives have become easy targets for threat actors evident from a significant increase in both criminal
and nation-state operations that are zeroing in on executives as the initial point of attack.

Attackers lever publicly available information to learn about their target of choice and discover vulnerabilities to plan
and carry out an attack. Reasons for these attack vary depending on motivating factors such financial reward,
ideological, espionage or even physical harm.

Here are just five methods among many that threat actors use to target executives.

Data broker profiles:

Data broker profiles are risky for executives because they contain privileged information which hackers
can leverage. Such as home IP addresses, passwords and financial information stored in the Dark Web
and and confidential information about their family, relatives, and neighbors.

Home network and
devices:

An executive’s home network and connected devices are a perfect target for hackers because it is usually
not set up securely and as a result becomes a vector to exploit.

Personal accounts:

One compromised Gmail or LinkedIn account can quickly snowball into several hijacked accounts,
potentially leading to a full corporate breach.

Document extortion:

Threat actors expose any sensitive document, file or written correspondence that would be embarrassing
to the executive if publicly exposed. The most common extortion materials are legal documents, tax
records, medical files and personal photos.

Family members:

An executive’s children and spouse are often less physically protected and less cyber-aware, which
makes them an easier target for exploitation and extortion.



Open-Source
Intelligence

Enhances
Executive
Protection

Importance: OSINT allows organizations to identify risks, continuously monitor for emerging hazards, and validate identified threats. Additionally, OSINT can also identify
information threat actors might use to attack an executive or their organization.

How its leveraged: OSINT can be leveraged for many physical security applications from investigations and executive protection to crisis response and travel security.

Executive Protection: OSINT represents an essential tool for security details when conducting an initial
threat assessment. Continuously monitoring open sources could also reveal new risks to a principal, such
as stalkers, doxxings, misinformation, and violent threats.

Crisis Response: Continuously monitoring open sources can alert security teams of an emergency
situation or potential threat. Further intelligence gleaned from public data could prove essential when
planning a response or coordinating proactive security efforts.

Loss Prevention: Criminals are experts at exploiting technology to conduct their operations. Monitoring
open sources can allow asset protection teams to learn about new tactics, upcoming attack campaigns, or
particular products thieves like to counterfeit (and where they distribute them online).

Data Leak Detection: From time to time, company insiders may publish photos or information online that
exposes the organization to new risks. For example, a single post on social media could accidentally
expose the location of a VIP or reveal confidential company data. Continuous monitoring of open channels
can allow security teams to spot and address these incidents before they become serious security risks.

Event Security: Open-source intelligence protects executives by enhancing protection at venues, prevent
information leaks, and keep events running smoothly..

Asset Monitoring: OSINT helps to proactively identify operational vulnerabilities that could lead to
disruptions or threats. For example, this might include suspected reconnaissance or vulnerabilities that
certain threat actors target.

Travel Security: Teams can obtain real-time updates of global travel advisories by monitoring threat
intelligence feeds, conducting research about location. Analysts can advise clients with a certain level of
confidence sense of what’s happening on the ground and what to expect.
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Customized Services

Approach

We scope and define client’s intelligence requirements and formulate a
customized approach for relevant intelligence gathering, analysis, and
reporting.

Personal intelligence collection, monitoring, and security reporting

Access surface and dark web content to conduct risk and vulnerability
assessments specific to client intelligence requirements

Provide relevant and up-to-date intelligence on threat actors and adversaries
most likely to exploit or act against a client’s interest

Help clients understand geopolitical trends and potential security risks to their
personnel or organizations

Conduct intelligence gathering on individuals to discover potential physical
security risk, imminent harm or suspected criminal activity

Conduct Technical OSINT for cyber vulnerabilities and risk assessments in
the client’s mission space, research on cyber threat actors, their TTPs, and
indicators of compromise

Our experts conduct thorough intelligence assessments utilizing
Open-Source Intelligence (OSINT) research and analysis. We help our
clients prioritize and understand their vulnerabilities and risks with
intelligence informed, actionable risk evaluation findings and develop
long-term resiliency strategies.

Publicly available
information and non-
traditional sources

Collection & Analysis

Technology & Tools

Professional Analysts

Curated Intelligence

Vulnerability & Risk

Finished Report

Ad hoc reporting

Continuous
monitoring

Threat reporting &
landscape

Enhance proactive
security operations




Digital Adversary Threat
Assessment-Quantification
(DATA-Q)

« DATA-Q includes Intelligence

Community analytic standards for
tradecraft in threat assessment and
confidence reporting to ensure the
solution is focused on end-user needs.

DATA-Q is a tailorable, scalable, and
repeatable threat assessment
framework that delivers quantified
prioritized risk intelligence to inform
executives and decision makers of risk
posture.

Prioritize and Visualize Digital-Cyber and Physical Risks Posture
DATA-Q provides an intelligence-based foundation for prioritizing
personal security resources, adopting digital-cyber and security
modernization solutions while providing executives the information
necessary to make corrective decisions and maintain resilient
operations.

Digital-Cyber reconnaissance and OSINT analytics service
Together, digital-cyber reconnaissance and OSINT analysis can
provide a comprehensive view of the digital-cyber threat landscape and
help Clients mitigate potential cyber and physical threats.

Adversary threat

Discover and identify known threat actors to recognize potential
motivations, tactics, and targets. This can help Clients understand the
types of threats they are likely to face and develop effective
countermeasures.

Threat actor hunting
Identify and categorize threats and adversaries that may pose a risk to
Clients or other high-profile individuals.

Operational support and improvements

Proactively identify potential security threats and vulnerabilities,
discover emerging threats, and prioritize risk through valuation. Clients
can better protect themselves and their organizations.

Vulnerability and threat assessment

Threat surface illumination

Risk based consequence and quantified scoring
Enhanced value of personal protection services
Establish risk common operating picture

Adversary focused risk quantification for

— improved security resilience. —




DIGITAL ADVERSARY THREAT ASSESSMENT-QUANTIFICATION
(DATA-Q)

A METHODOLOGY BASED ON AN
ADVERSARIAL RISK PERSPECTIVE

Threat identification and characterization
identifies adversaries most likely to exploit
risks in the client’'s mission space or

personal life with empirical best fit
capabilities.
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LIKELIHOOD AND IMPACT

Measures risk impact translated into
guantifiable variables consistent with standards
of evaluation from the Intelligence Community

and Cyber Industry best practices.

CONFIDENCE REPORTING AND
RESILIENCY STRATEGY
Transparent reporting consistent with
Intelligence Community Analytic Standards,
supports RFl, and continuous monitoring for

indicator updates as conditions change or new
information becomes available.




Digital adversary Threat Assessment-Quantification (DATA-Q)
DIGITAL ADVERSARY THREAT ASSESSMENT-QUANTIFICATION (DATA-Q) is an advanced digital-cyber risk quantification methodology that

involves cyber tradecraft and open-source intelligence (OSINT) collection, curation, analysis, risk prioritization, and threat relevant

reporting. Tailored toward client specific, VIP and executive personnel risk analysis for visibility, threat trends, and reporting.

The differentiator of the DATA-Q capability comes from the real-world, data-driven decision-making support for clients. Incorporating discovery from
the adversary perspective clients are given relevant risk, real-world adversaries, and threat actors aligned to exploitation of identified risk.

DATA-Q Intelligence Life Cycle

Experienced team of intelligence
and cyber professionals with )
multi-disciplinary skillsets Feedback Client use case

Evidence based reporting through ' ‘

OSINT collection and analysis Gathered through client | "  DATA
— - ; ncorporation o -
Digital adversarial threat collaboration, scoped Requirements Integration into cFI)ient operations Q
assessments derived from open, and refined throughout P

deep, and dark web sources to service duration

L)

identify and mitigate risk to VIPs
and organizational operations

DATA-Q quantifies risks in the

logical and digital-cyber realms

from and adversarial point-of Data and intelligence resources, '

view and industry alliances Dissemination Threat reporting and pattern
of life development

Processing
and Analysis Machine Learning enrichment, risk scoring,

investigations, and research

A new risk strategy framework is needed where
security vulnerabilities and risk are provided from an

adversarial perspective allowing organizations and
client to take preemptive action.

Value + Impact= Deliver

Service/Deliverables

A comprehensive methodology based
on an adversarial risk perspective

Data science and Machine Learning,
human analysis, and
Intelligence-grade reporting

Measures risk impact translated into
quantifiable variables

Transparent reporting consistent with
Intelligence Community Analytic
Standards

Decision makers are given the ability to visualizes and prioritize risks for

by threat actors Vulnerabilities and threats. mitigation and improve operational resiliency

Discover vulnerabilities and risks that are public, available, and exploited > Clients can look through the eyes of an attacker and discover and understand




DATA-Q Framework and Methodology

The OSINT framework simplifies the process for data collection, research,

intelligence gathering, and reconnaissance.
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Adversarial Target Exploit Mapping

Preparation

Effect Engagement

CARVER Method (Matrix)

Digital Discovery

Gather publicly accessible data for indicators of
compromise and exposure.

—_—

Analyze data for information and gather intelligence.

Digital cyber vulnerability
assessment

Discover vulnerabilities, create digital profile,
geospatial mapping, and pattern of life.

Threat surface
— illumination

Monitor and expand threat surface of target-victim

Adversary risk
quantification metrics

Achieve offensive dominance, develop attack plan,
create crisis situations, carry out attack.

CARVER involves the evaluation of six Impact Analysis Factors (IAF): 1) Criticality, 2) Accessibility, 3) Recuperability, 4) Vulnerability, 5), Effect, and 6)
Recognizability

DATA-Q’s metrics scoring methodology for targeting and mission
planning is the foundation for Attack Surface lllumination and
risk prioritization.

Each of the IAFs are assigned a severity score 1-10: From negligible/unknown (1-2), limited (3-4), serious (5-6), severe (7-8), and catastrophic (9-10).

Incorporates the adversary perspective by determining the
impact of risk to a person or organization.

Originally used by Special Operations Forces for targeting and mission planning and has since been adopted by numerous agencies to evaluate risk as an
offensive targeting prioritization tool.

Scoring the adversary’s assessment of risk to mission impact
through six Impact Analysis Factors directly translates to
defensive response prioritization.

Notable example of its use: Sabotage against Iranian nuclear program known as “STUXNET.”




Product Examples

3. ORGANIZATION FACTSHEET d) Breaches

We start our analysis by mapping out the company
in terms of executive reporting structure and
technology infrastructure as seen by a malicious
outsider or insider threat actor.

We then follow up each section with how that
information can be used by those adversaries to
target the organization or specific executives.

3.1. ORGANIZATION CHART
‘The organization is led by Brian Chesky.

Afew dozen executives report to him®. In later
sections, we will profile a few of them in order to
assess their vulnerability and exposure to the
organization from an adversary's point of view.

‘There are also a handful of board members and
advisors,

For the sake of time, we will limit the scope to 5
executives chosen according to the investigator's
quick assessment and intuition and also taking into
consideration the SEC Insider Trading report* that
key stakeholders.

accurate. But

person has/had an account on that website.
Email Breaches info
Houzz oL MyFiness pal

¥

—Csricon | Adobe Dropbos | Roer Cry Modi Spam s | ris*+*
sibobcom | Collctons 1 | ke | Vriicationsio
3 Cowe Unkedin_| Ticktty

o Pl ) Dark Web

ﬂ « Social ecurity number available on the dark web and clear web
* Breached passwords available
Y \ ) Address:
e\ CURRENT™®
I, 521 Francisco CA 94110
PREVIOUS

I 5chenectady, NY 12303

Cases

Namedin the following cases:
1-05608-8HS Donahoe v. Jackson et al

ﬂ o 5:13.cv-02054-EID Think Computer Corporation v. Dwolla, Inc. et al

o 2:17:1-02253-1GB-G1S Arogant Hollywood et al v. Airbnb Inc. et al

g) Donor Records

B | @ o Political contributions to
| - < oy Clnon (donsted $200000)
o Kamala Harris
o Booker
v \ g o Various Democratic party funds (R, OH, WL, 10, GA, M, i, PA, NV, N, CA)
3 i « Visited Macon Phillps a the White House® on 1/17/13
Dy e
B e e

4. EXECUTIVE THREAT PROFILES

The investigator chose to profile the following individuals as part of the threat profile analysis

due to the following rationale:

4.4. SAv EEEEE

a) Basic Info

Name Samue I
VP - Global Head of Payments, Chairman and CEO Airbnb

s Payments Inc. at Airbnb
Date of Birth . 19707 (from Buffalo, NY)*
Person of Interest Reason Risk Rating Spotise/Partner Jermitsr]
E 4 ssn (available)
i (415) S (Verizon — Samuc! )"
Brian I Co-Founder, CEO i Bfiooetimbes (925) S (Comeast)”* (tenini S
@ vahoo.com™
Danielle [l Executive Assistant to Brian Low e I vl com iy
I ©onet
3 : = R - 2ycte California 9454975
Aristotle [N CTO, SEC Reporting Mediur . _'OM_E;ENY Py
o= I 5-n Francisco, CA 94105-27937
sam Head of Payments High  Walnut Creek, CA945987

oave NN | CFO

iPhone, Android™

High Devices Used

b) Education

a
Risk Rating is based on the privacy exposure level and the ability to exploit that information. ighschoote | Carence Hih Schos, Claence, New York f“ “
F— UVA Darden School of Business (1998)
e UC Berkeley (1992)
c) Social Media Figure 12 - Yearbook
Social Media Links
Tinkedin ke cor/ R e > R

= tosysfosbook con R sbout
 Facabook

o m(ps//www i com/corslaioskun

4G

ddross/ 4035

7 itosdnek.com/search,
™ hesps//soc ..mr.mmm/m
= https:/Jradaris.com/p/Sam:

wm/s

S
-

e eie
= et/ e ikadin.com/in /S

Key OFFICES

HQ: 888 Brannan St, San Francisco, CA 94103, USA
627 Broadway, New York, NY, US

650 7th Street, San Francisco, CA, US

720 Olive Way, Seattle, WA, US

58 Gipps St, Collingwood, AU

b) Legal Battles
© EIN: 26-3051428°%

A total of 116 cases were found under “Airbnb, Inc” online®. There were more cases under
similar names. Almost all of them were small claims. We chose to highlight a few typical ones
below, as an example.

Plaintiff Decision for Airbnb_|_Notes

[ 205002005 | Yedwab, Gregs [ Tost 33,526
185075594 | Sucandar, Cindy | Lost S8.450
3700157076 | Russell Bednarsii | Dismissed

[385C07a465 | sutang w. won
200V03610 e vesvai Lost 377

Some cases of racial discrimination by hosts were published in the news.”

c) Domains
There are 3,070 domains registered under the company name “Airbnb, Inc”.® Most were to
prevent phishing attacks from similar domains. The primary ones are mentioned below:

Website Registrar Hosting | Whois
b com Daddy.com, LLC | AWS
airbnb.org (scparate entity) | Markmonitor Airbb, Inc.
airbnb.io Markmonitor Github®
Certificates issued by: DigiCert®
d) Email
Provider: Google™
Newsletter: Sendgrid?
itepe/soc raport/Docement/0001555720-21-000010/
< Mo yocordncom
et o /o6t et
viababaee
fives //.m", oo e 125.199109.153
= tpajconeys e domai o

5 hetpa s dnadamperer ot

Facebook ttps/ v Tacebook.com L
Twitter etpe/ewiter.com
Pinterest etpe/ v piorest.com S/
CashApp Fetpe//cash.ape)

eBay
Other Active Accounts™ | hups:/connect garmin.com/moder/profi S

d) Breaches

Note: Information on breaches should not be considered up to date or accurate. But it does indicate that the
person has/had an account on that website.

Email Breaches info
Cafepress
Apoll
Citoday e
Sl Pemiblanc
g RiverCityMedia
I ©yahoo.com | 0 Ticketfly
o or | Verificationsio
e Yourseenscraped
PDL S

e) Dark Web

Social Security number available on the dark web and clear web
o Breached passwords available

f) Addresses

< I -fayette, CA 94549
o Samue! IR 2016 (trust)®*

g) Vehicles’8

* 2008 Honda Civic Hybrid78 (viv J——
O Serviced at ®: Long Beach Honda. Signal Hill, CA. 562-426-4444
O Almost ~200,000 miles on it.

© 2012 AUDI S5 (VIN: p
© 100 Saint Alicia Ct, Alamo, CA 94507-1632

= Tool: Holehe

 Carfax Report

3.3. COMPANY VULNERABILITIES

a) Physical Security

Although a proper facility walkthrough is required for a physical security assessment, a few
videos on YouTube provided exactly that. Other information can be gathered online.

The offices generally have dome cameras inside*

Some employees carry a door access card as evident from the videos*® but the general
lobby areas are free to access by guests

Internal doors do not require an RFID access card

Figure 2- Dome Cameras in SF office Figure 1- Access Card

Detailed floorplans are available online for each of the 5 floors of the main headquarters
building in San Francisco.

Figure 3 - (Top) Outdoor Dome Camera

Figure 4 (Left)Floor Plan (101)
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5. THREAT NARRATIVE

All the data collected on the organization and executives is readily available online, at no cost to
anyone who knows where to find it. While the information is innocuous, the reality is that some
people will use it for nefarious purposes, and when that happens, the damage is irreversible.

In this section, we explore some of those likely possibilities based on the data gathered in the
preceding sections.

S5.1. LIKELY TARGETS

a) Individuals:

With enough time and resources, all of the executives in this report can become potential
targets, a few of them may be easier than others.

e CFO Dave [N has the most amount of online exposure and is likely the easiest
target amongst those analyzed

«  CTO Ari and VP Sam have a moderate amount of personal information online that can
be exploited based on their unique interests

o EA Danielle and CEO Brian fall in the average person's exposure. The risk is low, but to a

determined adversary, they wil likely be the primary focus.

b) Maost Vulnerable Means

Based on the data gathered on the 5 individuals, the following are the top methods used to
exploit such information for nefarious purposes:

o Compromise
Email and social media account compromise is low hanging fruit for attackers.
The exposure of personal and corporate email addresses combined with
information from breached passwords, password resets, hints, mobile numbers,
all assist in the overall vulnerability of accounts.

o Family
Using the exposure of family members, family trips, pictures, gatherings, fund
raisers, support, games, etc., adversaries can use that to get to their targets
using social engineering schemes.

o Phishing

The more active emails that are obtained online, the more chances there are for
targeted spear phishing attacks. These are much more potent in natures as they
are crafter with a lot of research and psychological hooks.



Pricing

EXAMPLE: Executive Package: Executive Intelligence Security Service

Service _ [owny ___[Rate | MonthlyTotal__| Annual Tota

Data-Q (optional discount ~ 60-120 hours. 2 FTEs Capped at $15,000 as part
service for annual of package.
customers)
Marked down from
$24,000
Threat reporting & 1 2 FTEs $15,000 $180,000
continuous monitoring
Executive travel 1 1FTE _ _
Ad hoc request Scoped at 40 hours. Client 1 to 2 FTEs depending on - $8,000
(covers any additional line receives year- round ad scope
of service offered at hoc reporting for the price
discount rate). of one.
Total $203,000

All services are billed at a rate of 5200 per hour for Clients not enrolled in annual
package deals.



CARVER Method Risk Quantification

Likelihood Risk Rating Description
., High High confidence in rating, strong basis for
key considerations.
Severity Risk
Medium Reasonably confident in rating, some basis
. for considerations.
Low Low confidence in rating or confidence

TotaliRisk Impact could not be rated due to significant gaps.

Likelihood factors are scored individually from 1-10 based on assessed likelihood of an adversary
attempting to exploit a target based on Criticality, Accessibility, Recognizability, Vulnerability.

1 Very 2-3 4-5 Even 8-9 Very 10 Almost
Unlikely Unlikely Chance Likely Certain

19% 20% 45% 55% 80% 95%

Severity factors are scored individually from 1-10 based on assessment of the severity of mission consequence and

the Effect of a successful attack and Recuperability of the target following an attack.

1-2 Negligible/Unknown 3-4 Limited

Criticality

Accessibility

Recognizability

Vulnerability

Recuperability

7-8 Severe | 9-10 Catastrophic

No known adverse effects on  Limited adverse effect on Serious adverse effect on  Severe or Catastrophic adverse effect on

organization/individual organization/individual organization/individual organization/individual

Describes level of importance the target has and
relative value to an attacker.

An assessment of the placement and expertise
required for an attacker to reach an asset.

Measures an adversaries’ knowledge of a target

An assessment of the capability of an attacker to
achieve the desired effect against a target.

Measures advantages and disadvantages of a given
action in terms of collateral impacts and public
perception.

Determines impact of loss, the cost required to
replace or repair following an attack or compromise
in terms of time and resource expenditure.

DATA-Q has established a clear and transparent method
for evaluating and reporting confidence associated with
assessment factors aligned with Intelligence Community
tradecraft guidelines for sourcing and estimation: High
Confidence (H), Moderate Confidence (M), or Low
Confidence (L).

(See Intelligence Community Directive 203 Analytic
Standards).

Risk prioritization is achieved through ranking risk vectors by the overall mission risk score—the sum of all likelihood and severity variables.




DATA-Q Advanced Analytics

Machine Deep Learning Neural Network Modeling
- oo v \ DATA-Q’
/EW a0 a advances::l Scalability
2\ analytics places
% high emphasis Integration
on adversaries’

: capabilities and
A neural network is composed of a decision Efficiency

vast number of highly making. Our

Analyzes complex volume data structure
in an optimized model to identify

significant relationships and patterns w;tercorgnected prOC(_ershsmg twork analytic models
that are risk associated. R (n.eur'o.ns). e 2l el e
of neurons individually work high-level focus
together toward a purpose such as on attackers’ i
data classification and pattern behaviors and |dentify
recognition. intent enabling
— : VIPs and
Granular insight into risks organizations to Indicators, capabilities
associated with physical & Predictive risk implement
cyber domains. ML Solut analysis provides proactive
e :’egu:tosn threat outcomes, e Esad] Predictive-Actionable
visualizes threat on their
. _— surface, and adversary’s
\ provides threat intents and Human evaluated, recommendations
specific insight to capabilities.
enhance strategic
Iterate if needed - -— risk mitigation
Analyze, fuse, score strategies.




